TTAMSTKA
Ob MHEOPMALIMOHHOW BE3OTTACHOCTW OETEM

HENb34

1. Bcem noapsa coobuiatb CBOFO YACTHYHO UH(pOpMmaumio (Hactoswue
UMS, PAMUNIUIO, TeNedOoH, aapec, HOMep LWKOJIbI, a TaKxe POoTorpacpuUm
CBOW, CBOEU CeMbU U Apy3eWt);

2. OTKpbIBATb BJIOXEHHbIE (PAUSBI 3MIEeKTPOHHOM MOYTLI, KOTrAad He
3Haelb OTNpaBUTens;

3. Tpybutb, npuaUupatbCsa, OKasbIBATL [AdBfeHUWe - BecTu cebsd
HeBeXJIMBO U arpecCUBHO;

4. He pacnopsaxanca aeHbramu TBoeU cembu b6e3 paspelleHus cTapluimx -
BCeraa Cnpalueam poauteneun;

5. He BcTpeuanica ¢ WHTepHeT-3HGKOMBIMU B PeanbHOM XU3HU -
MOCOBETYMUCA CO B3POCSIbIM, KOTOPOMY AOBepseLlb.,

OCTOPOXHO

1. He Bce nuwyTt npasay. Yutaews o cebe Henpasay B WMHTepHete -
coobLuy 06 3TOM CBOUM pPOAUTENSM UMU OMEKyHaM,

2. TlpurnawaroT nepenmchIBATLCA, UrpaTb, 06MeHUBATLCA - MpOBepDb,
HeT N1 NoABOXa;

3. He3akoHHOe konuposaHUe paiinos B VIHTepHeTe - BOPOBCTBO;

4. Bcerpa pacckasbiBai B3pOCnbIM O npobriemax B CeTU - OHU BCerAaa
MNOMOryT,

5. Micnonb3y Hactpomku 6e30nacHOCTU U MNPUBATHOCTU, UTO6LI He
NOTepaTb CBOU AGKKAYHTBI B COLICETAX U ApYrUX NOPTANaX.

MOXHO

1. YBaxavi apyrux nonb3osartesiei;

2. TTonb3yewbca VIHTepHET-UCTOUYHUKOM - Aenai CCLLNKY Ha Hero;

3. OTKpLIBAM TONMBKO Te CCBINKU, B KOTOPLIX YBEpeH;

4. O6waTtbca 3a MOMOLBHO B3POCNLIM - POAUTENU, OMEKYHbI WU
GAMUHUCTPALIUS CAUTOB BCeraa NoOMoryT;

5. Tlponan obyuveHue Ha cante "CeTeBuuok' U Monyuu nacnopt
LIMPPOBOro rpaxAaHUHa!




NMHZOPMALIMOHHAS TTAMATKA
ONa PASMELLEHNA
HA OZULIMATTbHBIX MHTEPHET -PECYPCAX

C KaXAbIM FOAOM MOJSOAEXU B UHTepHeTe CTAHOBUTLCS 6osiblue, a LWKOMbHUKU OfHU
M3 CAMBIX GKTUBHBIX Mofib3oBaTenien PyHeta. Mexay Tem, MOMUMO OrpOMHOrO
KOJZINYeCTBA BO3MOXHOCTEW, UHTepHeT HeceT U npobriembl. 3Ta NAMATKA AOSIXHA
nomoub Tebe 6e30NacHO HaXo0AUTbLCS B CETU.

KomnbroTepHble BUpYCbI

KoMnbroTepHbI  BUpPYC - 3TO  pasHOBUAHOCTb  KOMMbHOTEPHBIX MPOrpamm,
OTNNUUTENbHOMU 0CO6eHHOCTBHO KOTOPOU 9BNAeTCA CNOCOBHOCTL K pasmHOXeHUH. B
AONOSHEHUe K 3TOMY, BUPYCbI MOTYT MOBPEAUTb UMK MOSTHOCTBHO YHUUTOXUTL BCe
PAUNLI U AGHHbIE, MOAKOHTPOSIbHbIE MOJIb30BATENHO, OT UMeHU KOToporo 6brna
3anylieHa 3apaxeHHas Nporpamma, a TaKxe MOBpeAUTb UMUK AaXe YHUUTOXMUTD
ONepaLuoHHYHO CUCTEeMy CO BCeMU annamu B uUerniom. B 6onbwumHcTBe cnyuaes
pPacnpocTpaHaoTCa BUPYCHI Yepe3 UHTepHeT.

MeTopabI 3aWMTHI OT BPeAOHOCHBIX MPOrPaAMM:

1. Wcnonb3yh coBpemeHHble OMEpauUUOHHbIE CUCTEeMbI, UMeHolWUe Cepbe3HbIU
YpOBeHb 3alUTLI OT BPeAOHOCHBIX MPOrpamMm;

2. TTocTosaHHO ycTaHaBNUBAM NAYTU (LM@pPOBLIE 3aMNNATKM, KOTOpbIe ABTOMATUYECKU
YCTAHABNUBAOTCSA C LieNbro AOPAbOTKU MpOrpammel) U Apyrue obHOBReHUs CBoOel
OMepaumoHHOU cucTembl. CKaYMBAM UX TOMbKO C  OMPULUANBLHOTO  camTa
paspaboTumka OC. Ecnu cyluecTyeT peXmm aBTOMATUYECKOro O6HOBMEHUS, BKIFOUU
ero;

3. Pabotai Ha cBoem KOMMbHOTepe MOA NpPABAMM MOJSb3OBATEsNlS, a He
GAMUHUCTpATOpa. IDTO He MO3BOSUT 6BOMbLWMHCTBY BpeAOHOCHBIX MpOrpamm
WHCTANIMpOBATLCA HA TBOEM MEepCOHANbHOM KOMMbLOTEpE;

4. Wcnonb3y¥h  aHTUBUPYCHbIe  MPOTPAMMHbIE  MPOAYKTBI  WU3BECTHBLIX
npou3BOAUTENel, C aBTOMATUYECKUM ObHOoBNEeHuem 6as3;

5. OrpaHuYb PU3UYECKUIM AOCTYN K KOMMNbOTEPY ANS MOCTOPOHHUX NULL;



6. Vicnonb3yih BHelHWE HOCUTENIU UH(OPMALIMK, TaKUe KaK (prielka, AUCK UNu
(Pain U3 UHTEpHeTa, TOSIbKO U3 NMPOBEPEHHBLIX UCTOYHUKOB,

7. He oTKpbIBAW KOMMNbFOTEpPHbIE (PAMANLI, NMOJTyYeHHbIE U3 HeHAaAKHBIX UCTOUYHUKOB.
[axe Te pannbl, KOTOpble NPUCNAN TBOW 3HAKOMBIM. Jlydwe yTOuHW y Hero,
OTNpAaBNSN U OH Tebe ux.

Cetn WI-FI

Wi-Fi - 370 He BUA nepeaayu AAHHLIX, He TeXHOMOrUs, a BCero Nulb bpeHAa, mapka.
Ewe 8 1991 roay HuAepnaHacKkaa KoMNaHUs 3apeructpuposana 6pena "WECA", uto
obosHauano cnosocovetaHue “"WirelessFidelity", kotopbii nepesoautca Kak
"6ecnpoBoaHas TOYHOCTL".

o Hawero BpemeHwn powna apyras abbpesuatypa, KOTOpas ABMSETCS TAKOU Xe
TexHonoruewu. 3To abbpesuatypa "Wi-Fi". Takoe HasBaHWe 66110 AGHO C HAMEKOM Ha
CTGHAAPT BbICLWeM 3BYKOBOW TexHWKU Hi-Fi, uTo B nepeeope 03HauaeT "BbICOKAS
TOYHOCTB".

Ha, 6ecnnaTHbLIA WHTepHeT-AOCTYN B Kage, OTensx U a3ponopTax sBnsercs
OTJINYHOM BO3MOXHOCTbHO BLIXOAA B UHTEpHeT. HO MHOTMe 3KCMepTbI CYUTArOT, YTO
obwepnoctynHeie Wi-Fi ceTu He asnaroTca 6e3onacHsImu.

CoseTbI No 6e3onacHoOCTU paboTer B 06lwenocTynHbIX ceTtax Wi-fi:

1. He nepepaBavi CBOFO NUYHYHO UHPOPMALUIO Yepe3 obleapocTtynHele Wi-Fi cetu.
Pabotas B HUX, XenaTesibHO He BBOAWUTbL MAPONM AOCTYNA, NOFUHBI U KAKUe-TO
Homepa;

2. icnonb3yit u 06HOBNSM GHTUBUPYCHBIE MPOrpaMMEL U bpaHAmayep. TemM CambIm
TbI 06e3onacuLb ceba OT 3aKaYKU BUPYCa Ha TBOE YCTPOMUCTBO;

3. Tlpu ucnone3osaHuu Wi-Fi otknroum gyHkumro "O6wmi AoCTyn K pavnam u
npuHTepam". [laHHas YHKUMS 3aKpbITA MO YMOMYAHUKO, OAHAKO HeKoTopble
Nonb30BaTesIu aKTUBUPYHOT ee ANs yA06CTBA UCNONb30BAHUS B paboTe unu yuyebe;
4. He ucnonbsyi nybnuuHeii WI-FI ans nepefaym JNIUMUHBIX AGHHBIX, Hanpumep
AnNS BLIXOAA B COLUMASbHBIE CeTU UMW B NEKTPOHHYHO MOYTY:;

5. Ucnonb3yw Tonbko 3awmiieHHoe coeauHeHue Yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBOAU UMeHHO "https://";

6. B mobunbHom TenemoHe OTKNOUM PyHKuMro "TloaknroyeHue k  Wi-Fi
asTomaTuuecku". He p[onyckas aBTOMATUYECKOrO MOAKMFOUEHUS YCTPOWUCTBA K
cetam Wi-Fi 6e3 TBoero cornacua.

CouunanbHbIe cetu

CoumanbHbIe CeTU GKTUBHO BXOAAT B HALY XWU3Hb, MHOTUeE NoAU paboTaroT U XUBYT
Tam noctosHHO, a B Facebook yxe 3apeructpupoBaH Munnuapa Yenosek, 4TO
ABNseTCS OAHOU CeAbMOMU BCeX XuTenew nnaHetbl. MHOrve nonb3osatenu He
NOHUMGHOT, YTO UH(POPMALIUA, PA3MeLLLeHHAs UMW B COLIMASIBHBIX CeTAX, MOXeT 6bITb
HaliaeHa U UCNONb30BAHA KeM YroAHO, B TOM 4ucilie He oba3atenibHO ¢ 6narvmu
HaMepeHUsSMuU.

OcHogHble coBeTbI NO 6e30NAaCHOCTU B COLMASIBHBIX CeTax:

1. OrpaHuub cnucok apysen. Y Tebs B Apy3baX He AOSNKHO 6bITb CIYYAUHBIX U
He3HAaKOMBIX NHOAeH;

2. 3aWwmLLan CBOO YaCTHYHO XU3Hb. He yKasbIBawi Maposnu, TeneoHbI, aapeca, AaTy
TBOEro POXAeHUS WU ApYryro NUYHYHO WUHPOPMALMIO. 3MOYMBIWNEHHUKU MOTyT



WUCNONb30BATL AAXe WUHEPOPMALMKO O TOM, KAK TbI U TBOU pOAUTENIN MNNaHUpyeTe
NPOBECTU KAHUKY MBI

3. 3awmLali CBOKO penyTauuio - epXu ee B YUUCTOTe U 3aaaBaki cebe Bonpoc: xoTen
6bI TbI, UTOOBI Apyrve MONb30OBATENU BUAENMU, UYTO ThI 3arpyxaews? Tloaymain,
npexae Yem 4To-TO ONyb6NIMKOBATL, HAMUCATDL U 3arpy3nUTb;

4. Ecnu TbI rosopulb C NHOAbMU, KOTOPLIX He 3Haelb, He WUCMOonb3yul CBOe
peasnibHoe UMA U ApYryrO JINUHYHO UH(POPMALIMU: UMS, MECTO XUTeSIbCTBA, MeCTO
y4ebbI U npovee;

5. W3beran pasmelieHus oTorpapuii B MHTepHete, rae TbI u306paxeH Ha
MeCTHOCTU, MO KOTOPOU MOXHO OnpeaenuTb TBOe MeCTOMOoSIoXeHue;

6. TTpu peructpaumm B COLMANbLHOU CeTU HEO6XOAMMO WUCMONb30BATL CIIOXKHbIE
naposin, cocTosme U3 6yKe U LIUPP U C KONUYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHOM ceTu, MOYTHL U ApPYrUX CAUTOB HeO0bXO0AUMO UCMOMb3OBATDH
pasHble naponu. Toraa ecnu Tebs B3NIOMAHOT, TO 3MOYMBILWIEHHUKM nosyyat
AOCTYN TONbKO K OAHOMY MecCTy, a He BO BCe Cpasy.

DNeKTpOHHbIE AeHbIU

OneKTpOHHbIE AeHbMU - 3TO OYeHb YAOOHLIM cnocob nnaTexen, OAHAKO CyLLeCTBYHOT
MOLLEHHWUKM, KOTOpbIE XOTAT NOMYYUTb 3TU AeHbIU.

ONeKTpOHHbIE [eHblU MOSBUIIUCL COBCEM HeAdBHO U UMMeHHO U3-3a 3TOro BO
MHOTUX rOCYAapCcTBAX A0 CUX MOP He NPOMUCAHO MPO HUX B 3AKOHAX.

B Poccuun xe OHU (PYHKLMOHUPYHOT U O HUX yXe NPONUCAHO B 3aKOHe, rae WX
pasaensakoT Ha HeCKOJIbKO BUAOB - GHOHUMHbIE U He GHOHUMHbIe. PasHuLa B TOM, UTO
GHOHUMHbIE - 3TO Te, B KOTOpLIX paspellaeTcs NpPoOBOAUTL oOnepaumun 6e3
WAEHTUPUKALMU NONb30BATENS, G B HEAHOHUMHBIX UAEHTUPUKALUS NOMb3oBaTens
aBrseTca oba3aTenbHOW.

Takxe  cneayeT — pasnuuyatbh  3M1eKTPOHHbIE  pUaTHbIe  AeHbru  (paBHbI
rOCYAApCTBEHHLIM BASIFOTAM) U 3MEKTPOHHbIE HeguaTHbIe JAeHbrU (He pasHbI
rOCYAApCTBEHHBLIM BAJIFOTAM).

OcHoBHbIe coBeTbI MO 6e3onacHou paboTe ¢ 3/1eKTPOHHBIMU AeHbramu:

1. TTpueaxu K cyeTy MOOGUNBHLIN TeneqOoH. 3TO CAMbIN YAOOHBIN U 6bICTPLIN CNOCO6
BOCCTAHOBUTb AOCTYN K cyeTy. TTpUBA3AGHHBIN TenegOH MOMOXeT, ecnu 3abyaelb
CBOW NJIGTEXHbIW NApOJib UNU 3ahAellb Ha CAUT C HE3HAKOMOT O YCTPOUCTBA;

2. Wcnonbsyth opHopasosble naponu. Tlocne nepexoda Ha YyCUINeHHYHO
asTopusaLmuto Tebe yxe He OyaeT yrpoxaTb OMACHOCTb KPaXWU WU nepexsata
naTexHoro napons;

3. Beibepu cnoxHemi naponb. TTpecTynHukam 6yaeT He MpOCTO yraaatb CHOXHLIN
naponb. HagexHbIe Naponu - 3T0 NApONU, KOTOpbIe COAepXaT He MmeHee 8 3HAKOB U
BKMFOUArOT B cebs CTPOYHbIE U MPOMUCHBIE BYKBBI, LIUEPPLI U HECKOSIbKO CUMBOJSIOB,
TaKWe KaK 3HAK [Onnapa, yHTa, BOCKIULATENbHLIA 3HAK W T.n. Hanpumep,
$tROng!;;

4. He BBOAM CBOU NINYHbIE AAHHbIE HA CAMATAX, KOTOPLIM He AoBepsellb.
DNeKTpoHHasa noyta

DNeKTpOHHAs Mo4YTa - 3TO TeXHONOrus U NpefOCTABNSeMbIe ero YCNyru no
nepecbLyike U NOJyYeHUHD 3MEeKTPOHHBIX COObLeHUI, KOTopbIe pacrnpeaenaroTcs B
KomnbroTepHor ceTU. OO6bIMHO  3MEeKTPOHHBIA  MOYTOBBLIA  AWMK  BLIFNSAUT



cneayrowmm obpasom: UMs_nonb3osatens@umsa_aomeHa. Takxe Kpome nepeaaum
NPOCTOro TeKCTa, UMeeTCs BO3MOXHOCTb MepeaaBath qPaunsibL.

OcHogHble coseTbI NO 6e3onacHom paboTe ¢ 3MeKTPOHHOM NOYTON:

1. Hapo BbI6paThb MpABUNbHBLIA MOYTOBLIU CepBUC. B WHTepHeTe ecTb OrpOMHBIN
BbI6Op 6eCNNATHBIX MNOYTOBLIX CEPBUCOB, OAHAKO Jlyulle A0BepSTb TeM, KOro 3Haellb
W KTO MepBbIi B peUTUHTE;

2. He ykasbIBa B NUYHOU MOYTe JUYHYHO WH(POpMauMo. Hanpumep, nyuwe
BbI6PATL "My3bIKANbHLIV_PpaHaT@" unu "pok2013" BmecTo "temal3”;

3. Vicnonb3yii AByX3TAMHy+O GBTOPU3ALMIO. DTO KOTAA MOMUMO NAPONS HYXHO
BBOAWUTb KOA, NpUCbINaembIi no SMS;

4. Buibepu croxHbIM naposib. [Ina KaXaoro nOYTOBOro SWMKA AOMXeH 6bITb CBOWM
HaAeXHBLIW, YCTOUUUBLIN K B3SIOMY NAPOIb;

5. Ecnu ecTb BO3MOXHOCTb HAMMUCATb CGMOMY CBOW JIUYHLIW BOMPOC, UCMOSb3YU 3Ty
BO3MOXHOCTb;

6. Micnonb3yh HeCKOMbKO MOYTOBLIX AWMKOB. TTepBbIA AN YACTHOU Mepenucku ¢
aApecaTtamu, KOTOpbIM Thl AoBepsellb. IDTO 3JIeKTPOHHLIA aApeC He HaAao
WCNOMb30BaTb MPU PerncTpaLmm Ha POpyMax U CamTax;

7. He oTKpbIBAM (PAMASIBI U ApYrUe BOXeHUS B MUCbMAX, AAXe eCNU OHU NpULn oT
TBOUX Apy3el. Jlyuwe yTOUHU Y HUX, OTNPABNANU 1IN OHU Tebe 3TU PaiAnbL;

8. TTocne OKOHYaHWA paboTbI HG MOYTOBOM CepBUCE Mepes 3aKPbITUEM BKNAAKU C
CaUTOM He 3abyAab HaxaTb Ha "BbIATn".

KubepbynnuHr unu supTtyasnbHoe U3aesaTesbCTBo

KubepbynnuHr - npecnenosaHue cooblieHUsMU, coaepxawmmm ockopbneHus,
arpeccuto, 3anyrusBaHue; XynuraHcTeO; couuanbHoe 60MKOTUPOBAHUE C MOMOLLBHO
PA3NIUYHBIX UHTEPHET-CepBUCOB.

OcHoBHbIe coBeTbI Mo 6opbbe ¢ knbepbynnuHrom:

1. He 6pocavics B 60. Jlyuwuin cnocob: nocosetoBatbCs Kak ceba BeCTU U, ecnu HeT
TOrO, K KOMYy MOXHO 06paTuUTbCs, TO BHauane ycnokouTbcs. Ecnu Tbl HauHelwsb
oTBeuYaTb OCKOpbrieHUaMU Ha OckopbrieHus, TO TONbKO elle 6onblue pasoxxellb
KOHEIUKT;

2. Ynpasnsii csoeli kubeppenyTtauuei;

3. AHOHUMHOCTb B CeTU MHUMas. CyLuecTBYHOT CMOCOOLI BbISCHUTb, KTO CTOUT 3a
GHOHUMHBIM GKKAYHTOM;

4. He cTtouT BeCTU XynUraHckUu obpas BUPTYasibHOM XU3HU. NHTepHeT gpukcupyeT
BCe TBOU AEeUCTBUA U COXPaHsaeT ux. Y aanutb ux byaert KpamHe 3aTpyAHUTENBHO;

5. Cobnropati CBOFO BUPTYASIbHYHO YeCTb CMOSOAY:

6. UrHopupy eauvHuuHbIv Heratmue. OpHopasosble OckopbuTesnbHbIe coobleHUs
nyJwe urHopuposatb. O6bIYHO arpeccus NpexpaliaeTcs Ha HavasbHOM CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COObLEeHUSMK, B
COUMAnbHLIX CeTaxX eCTb BO3MOXHOCTb 6/OKMPOBKM OTMPABKU COOb6LLEHUU ¢
onpeaeneHHLIX aApecos;

8. Ecnu TbI cBupetenb kubepbynnuHra. TBOW AelCTBUS: BLICTYMUTb NPOTUB
npecneaosatens, Nokasatb emy, YTO ero AeucTBUS OLEHUBAFOTCS HeratusHo,
NOAAEpXaTb XepTBY, KOTOPOU HyXHG MCUXONOrUYeCcKas MOMOLb, COO6WUTDL
B3POCJIbIM O (PAKTE arpecCUBHONO NoBeAeHUs B CeTU.



MobunbHbLIN TenemoH

CoBpemeHHbIe CMApTOHLI U MIAHWeTLI CcoAepXaT B cebe BMOMHe B3pOCHbIN
(PYHKLUMOHAN, U Tenepb OHU MOryT KOHKYpPUpOBATb CO  CTALMOHAPHLIMMU
komnbroTepamu. OAHAKO, CPeACTB 3aWMTLL ANd NOAOGHLIX YCTPOUCTB MOKA O4YeHb
mano. TeCTUpOBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAUT He TaK UHTEHCUBHO,
kak ana TTK, To xe camoe KacaeTcs U MOBUNbHLIX NPUNOXKEHUN.

CoBpeMeHHbIe MO6UNbHbIe 6paysepbl yxe MpaKTUYeCKU [OTHANU  HACTOSbHbIE
GHANOrM, OAHAKO paclumpeHue PyHKLUMOHANA BneYeT 3a cobor 60nbluyHo CNOXHOCTb
W MeHbLUYHO 3aLWMULLEHHOCTb.

[aneko He Bce npousBoAUTENN BbINYCKAHOT OOGHOBMEHWs, 3aKpbIBArOLLME
KpUTUYECKUE YA3BUMOCTU ANS CBOUX YCTPOMCTB.

OcHogHblIe coseTbl AN 6e30MacHOCTU MOBUNBHOrO TereqoHa:

Huyero He asnsetca no-HacToswemy becnnaTHbIM. Byab octopoxeH, sBeab koraa
Tebe npeanaratoT 6ecnnaTHbIA KOHTEHT, B HeM MOryT ObITb CKpbITHI KaKue-TO
NaTHbIE YCNyru;

Adymaii, npexae Yyem oTnpaeutb SMS, oTO UK BUAEO. Thl TOUHO 3HAELWb, FAe OHU
6yAyT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONEpaLMUOHHYHO CUCTeMy TBOEIrO CMApPTEOHA;

Ncnonb3yii aHTUBUPYCHbIE NPOrpaMMBI AN MOBUIbHBIX TenepOoHOB;

He 3arpyxaii NnpunoxeHns ot Hem3BeCTHOrO UCTOYHUKA, Beflb OHU MOTYT COAEpPXaTb
BpeflOHOCHOe NporpaMmHoe obecneyeHue;

TTocne TOro Kak TbI BbIWAGWD C CAUTA, FAE BBOAUI JIUYHYHO UH(POPMALIUIO, 34U B
HacTpoMku b6paysepa v yaanu cookies;

TTepyuoamnuecku npoeepsid, Kakue nNATHbIE YCIYrUM AKTUBUPOBAHLI HA TBOEM
Homepe;

[Haear ceBo HOMep MOBUNBLHOTO TenegOoHa TONMbKO JIFOAAM, KOTOPLIX Tl 3HAELWb U
KOMY AoBepsellb;

Bluetooth ponxeH 6bITb BbIKNMFOYEH, KOrAa ThI UM He MNonb3yelwbcd. He 3a6biBais
WHOrAa NpoBepATb 3TO.

Online urper

CoBpemeHHbIe OHMAMH-UTpbI - 3TO KpACOYHbIe, 3aXBATLIBAFOLUME pasBrieyeHus,
o6 beauHaroLWME COTHU ThICAY YenoBeK No BCeMy MUpY. MIrpoku uccneayroT AQHHBIM
UM MUp, O6LLArOTCA ApYr C APYFrOM, BBIMOMHSFOT 3GAAHUA, CPAXAFOTCA C MOHCTPAMMU
W Nony4aroT OnbIT. 3a YAOBOSIbCTBUE OHU NNATAT: MOKYNaroT AUCK, ONJIQYUBAFOT
aboHeMeHT unu nNpuobpeTaroT Kakme-To OnuUun.

Bce 3Tu cpeacTBa uAyT Ha NOALEpXAHUE U pasBUTUE UFPLI, A TAKKE Ha Camy
6e30MacHOCTb: COBEpLUEHCTBYHOTCS CUCTEMbI ABTOPU3ALIMM, BLIMYCKAHOTCA HOBbIE
natuu (UMPppoBbIe 3aNNATKU ANS NPOrPAMM), 3aKPLIBAFOTCS YS3BUMOCTU CepBepOB.

B noaobHLIX Urpax CTOUT ONAcaTbCs He CTOJSIbKO CBOUX COMEPHUKOB, CKOJIbKO
Kpaxu TBOero napons, Ha KOTOPOM OCHOBAHA CUCTemda aBTOpU3aUUU 6OSbLIMHCTBA
urp.

OcHoBHbIe coBeTbI MO 6230NACHOCTU TBOErO UrPOBOIO AKKAYHTA:

1. Ecnu ppyroi urpok BedeT cebs nNioxo WM cosfaeT Tebe HenpuaTHOCTW,
3a6110KUPY ero B CMUCKe UrPOKOB;



2. Tloxany¥ica aAMUHUCTPATOPAM WUrpLI Ha NJIOXOe foBeAeHUe 3TOro UrpokKa,
KenaTesnbHO NpUNIOXUTb KaKUe-TO A0KA3aTeNbCTBA B BUAE CKPUHOB;

3. He yka3bIBal NMUUYHYHO UHPOPMALIUFO B MPOPAMIIE UMpbL;

4. YBaxan Apyrux yuyacTHUKOB Mo urpe;

5. He ycTaHaBnMBal Heo®pULMANbHLIE NATYU U MOALL,

6. Micnonb3y cnoxHbIe U pasHble NAaposnu;

7. Naxe BO Bpema Urpbl He CTOUT OTKNHOYATb aHTUBUPYC. TTOKa TbI UTpaellb, TBOM
KOMMbrOTEP MOTYT 3apasuTh.

SULINHF UNU KPAXa JINYHBIX AGHHBIX

O6bIMHOWN KpaxeW AeHer U [OKYMeHTOB CerofHs YXe HUKOrO He YAUBULbL, HO C
PasBUTUEM UHTEPHET-TEXHOSIOTUN 3MI0YMBILNEHHUKU NepemecTUNIUCE B UHTepHeT,
W NpOAOJSIXKAFOT 3aHUMATLCS "NFOBUMBIM" fenom.

Tak nossunacb HOBas Yrposa: UHTEpHeT-MOLIEHHUYeCTBA UMW (PULIMHT, TNABHAS
LieSlb KOTOPOrO COCTOUT B MOJTyYeHUU KOH(PUAEHLMANBHBIX AGHHLIX NOSb3oBaTesnei
- NOTUHOB U naponeii. Ha aHrnuiickom asbike phishing uMtaetca kak uwuHr (o1
fishing - pe16Haa noena, password - naposb).

OcHoBHbIe coBeTbI MO 6opbbe ¢ PULLNMHIOM:

1. Cneay 3a cBoum akkayHTom. Ecnu TbI nopospesaewsb, YTO TBOA aHketa 6blna
B3/IOMAHa, TO HeobxoAUMO 3abriokupoBatb ee U COObWMUTL AAMUHUCTPATOPAM
pecypca 06 3TOM KaK MOXHO cKopee;

2. Wcnonb3yw 6e3onacHbie Be6-CaWTbI, B TOM 4uUCSlie, UHTEpHET-MarasvHoB WU
MOUCKOBBLIX CUCTEM;

3. icnonb3yit cnoxHele U pasHble Naponu. Takum obpasom, ecnu Tebs B3NOMaroT,
TO 3MOYMBILSIEHHUKU NOJTyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MpPOCUIIFO B CeTu,
a He KO BCeMm,;

4. Ecnu Tebs B3nomanu, TO HeobXOAUMO nNpeaynpeauTb BCeX CBOUX 3HAKOMBIX,
KOTOpble Ao6aBneHbI y Teba B Apy3baX, O TOM, UTO Teba B3INOMANU U, BO3MOXHO, OT
TBOErO UMeHU byaeT paccbLnaTbCs CNAM U CCBLMKU HA (PULLIMHIOBbLIE CAMUTLI;

5. YctaHoBu HaaexHbI naponb (PIN) Ha MO6UNbHBIN TeneqoH;

6. OTKNOUM COXpaHeHWe Napons B bpaysepe;

7. He oTkpbIBaM (panbl U Apyrue BNOXEHUS B MUCbMAX, AAXe eClU OHU NPpULLNU OT
TBOUX Apy3el. Jlydle yTOUHU Y HUX, OTNPABNANU JIN OHU Tebe 3TU PauinbL.
Linepposas penytaums

Linpposas penyTtaums - 37O HeraTUBHAS UMM MO3UTUBHAS UH(POPMALMUSA B CeTU O
Tebe. Komnpometupyrowas WHMPOpPMALIMS, pasMellieHHas B WHTepHeTe, MOXeT
cepbe3HbIM 06pa3oM OTPA3UTLCS Ha TBOEW peanbHOMU xu3Hu. "Lingppoeas penyTtaums"
- 3TO TBOW UMUAX, KOTOPLIU (POPMUPYETCS U3 UHPOpPMALIUU O Tebe B UHTepHeTe.
TBOe MeCTO XuUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MONOXeHUe, 0cobeHHOCTU
XapaKTepa U paccKasbl 0 65IU3KUX - BCe 3TO HAKANUBAETCS B CeTU.

MHOrMe nOApPOCTKU  NErKOMBICNEHHO OTHOCATCS K AybnukauMm  NUYHOM
WUH@POpMALMU B VHTepHeTe, He MOHUMAS BO3MOXHBIX MOCNEeACTBUM. Thl Aaxe He
CMOXelb A0raaaTbcs O TOM, YTO pOTOrpacpus, pasmelueHHas 5 net Hasaa, ctana
MPUYMHOM OTKA3a NpUHATL Tebs Ha paborTy.

KommeHTapuu, pasmellieHue TBOUX (POTOrpacUiA U Apyrue AelcTBUS MOTyT He
UCYe3HYTb Aaxe nocfie TOro, KaK TbI UX YAANULWb. Thl He 3HAelWb, KTO COXPAaHWUN 3Ty



WHPOPMALIMKO, NONANA JIN OHA B MOUCKOBBIE CUCTEMBLI U COXPAHUACL JIU OHa, a
rfIaBHOe: YTO NOAYMAOT O Tebe OKpyXarolme NHoAU, KOTOpbIe HAUAYT U YBUAAT 3TO.
HaiTu UWHpOpMauUKoO MHOTrO JfeT CcnycTs CMoxeT nHobor - Kak u3 aobpbix
nobyxAeHUN, TaK U C HamepeHUem NPUUUHUTD Bpes. ITO MOXeT BbITb KTO YroaHo.
OcHoBHbIe cOoBeTHI MO 3alWmTe LIMMPOBOWU penyTaLum:

1. TToaymaii, npexae Yem 4YTO-TO NY6NIUKOBATL U Nepenaeath y ceba B 6nore unu B
coumanbHoOu ceTu;

2. B HacTporikax npoguns yCTaHOBU OFpaHUYEHUs Ha NPOCMOTp TBOETrO NpOpUNs U
ero coepXumoro, caefian ero Tonbko "ans apyseit”;

3. He pasmewali U He YyKa3bIBAUM WHQOPMALIMIO, KOTOpas MOXeT KOro-nmbo
ocKkopbnaTb UM 06uXaTb.

ABTOpCKOe Npaeo

CoBpemeHHbIe LWKOJIbHUKU - GKTUBHBIE MOSb30BATESNIUN LIMPPOBOTrO MpPOCTPAHCTBA.
OnHako Aaneko He BCe 3HAHOT, YTO MOSMb30BAHUE MHOTUMU  BO3IMOXHOCTIMMU
LUPPOBOroO  MUpa TpebyeT cobnrofeHUs NpaB  HA  UHTENNeKTYyasnbHyHO
cob6CTBEHHOCTD.

TepmuH "uHTennexkTyanbHas cO6CTBEHHOCTb" OTHOCUTCA K PasfUYHBLIM TBOPEHUAM
YenoBe4yeckoro yma, HaYMHAs C HOBBIX U306peTeHUd U 3HAKOB, 06O3HAYAFOLMX
cO6CTBEHHOCTb HA MPOAYKTBI U YCNYrU, U 3aKAHYUBAS KHUFGMU, (POTOrPaPUAMMU,
KMHOPUNbMAMU U MY3BIKANbHLIMU NPOU3BEACHUSMM.

ABTOpPCKMe npaBa - 3TO MpaBA HAG WHTENNEeKTyanbHyro CO6CTBEHHOCTb Ha
npousBeAeHUs Hayku, JINTepaTypbl U UCKYCCTBA. ABTOpPCKMe Mpaea BLICTYNArOT B
Ka4ecTBe FAPAHTUU TOrO, YTO WHTESINeKTyasIbHbIN/TBOpYECKUA TpyA aBTOpa He
6ynaeT HaMpacHbLIM, [AACT eMy CnpaseanuBbIe  BO3MOXHOCTM  3apaboTatb Ha
pe3ynbTatax CBOero TpyAd, MOMyYUTb WU3BECTHOCTb U NpusHaHue. Hukto 6es
paspelweHns  aBTOpa He  MOXeT  BOCMpOU3BOAUTL  ero  npousBseieHue,
pacnpocTpaHaTb, Ny6NIUYHO AEMOHCTPUPOBATL, NPOAABATH, UMMNOPTUPOBATDL, MYCKATDb
B NPOKAT, NY6JIMYHO UCMOSHATL, NOKA3bIBATL/UCNOMHATL B 3¢pUpe UNU pasmeLLatsb B
WHTepHeTe.

Ncnonb3oeaHue "nupatckoro” nporpammHoro obecneveHus MoOXeT npuBeCTU K
MHOTUM PUCKAM: OT MOTEpU AAHHLIX K TBOUM AKKAYHTAM A0 6NOKUPOBKU TBOEro
YCTPOUCTBA, FAe YCTAHOBMEHa HeneranbHas nporpamma. He ctout Taxkxe 3abbIBath,
UTO CyLLeCTBYHOT NerasibHble U 6ecnnaTtHbIe NpOrpamMMbI, KOTOPbIE MOXHO HAUTU B
ceTu.

O noprane

CeTeBUYOK.p(P - TBOW TFNABHLIA COBETYMK B CeTU. 34eCb Tl MOXelb Y3HATb O
6€30MacHOCTU B CeTU MOHATHBIM U AOCTYMHBIM $3LIKOM, G MPU BO3HUKHOBEHWUU
KPUTUYECKOU CUTyaLUuu 06patUTbCs 3a COBETOM. A TaAKXe MPUHATL y4yacTue B
KOHKYPCAX U CTaTb CAMBIM LIMPPOBBLIM MpaxAaHUHOM!



TTAMATKA ONS POOAUTENEN
OB MHZOPMALIMOHHOW BE3OTTACHOCTWU OETEM

OnpepeneHuve TepMUHa "WMHpPOpMaLUOHHas 6e3onacHOCTb AeTel" copepxuTca B
®enepanbHom 3akoHe N 436-83 "O 3awmTe aeten OT UHEPOPMALIUU, MPUUUHAIOLLEH
BpeA WX 340pOBbFO U pasBUTUIO", perynmpyrolmm OTHOLWEHUS, CBA3aHHbIEe C
30WUTOU AeTel OT WUHPOPMALMU, MPUYUHSIOWEW Bped UX 340pOBbHO U (Unn)
pa3BuTUO. COrnacHo AAHHOMY 3AKOHY "WMH(OpPMALMOHHas 6esonacHocTb AeTteit” -
3TO COCTOSHUE 3ALMLLEHHOCTU, MPU KOTOPOM OTCYTCTBYeT PUCK, CBS3AHHLIU C
NpUYUHEHUEM UH(POpMaLMeli BpeAd WX 340pOBbHO U (UNU)  PU3UYECKOoMY,
NCUXUYECKOMY, AYXOBHOMY, HPABCTBEHHOMY Pa3BUTUHO.

B cuny ®epepanbHoro 3akoHa N 436-83 uHgpopmaumeut, NpUUMHALOLLEN Bpea
3A0pOBLIO U (UNUN) Pa3BUTUIO AeTel, aenseTcs:

1. HOpMmaLma, 3anpeLLeHHas ANS pacnpoCTpaHeHUs cpeau feTel;

2.  WH@OpMauusa, pacnpocTpaHeHUWe KOTOpPOM  OrpaHUYeHO cpeiu  AeTen
onpefenieHHbIX BO3pPACTHLIX KaTeropun.

3. K uHpopmauuu, 3anpelleHHoM Ans pacnpocTpaHeHus cpeau aeTeu, OTHoCUTCS:

4. uHpPopmauwms, Nobyxaarowas AeTelt K CoBeplUeHUHo AeUCTBUN, NPpeACTaBNAFOLWMX
Yyrpo3y UX Xu3Hu U (UNK) 300pOBbHO, B T.4. MPUYUHEHUIO Bpeaa CBOeMY 340pOBbHO,
camoybumcrey;

5. cnocobHoCTb BbI3BATHL Y AeTeld XenaHue ynoTpebuTb HapkoTUYecKue CpeAcTBa,
ncuxotponHsele U (UNM) oAypMaHUBArOWMeE BelecTBa, TabauyHble uU3aenusa,
QNKOTONMbHYHO U CMUPTOCOAEPXAllyHO  MPOAYKUUFO, TMUBO U HAMUTKY,
W3roTaB/IMBAEMbIE HA €r0 OCHOBE; MPUHSATL yYacTUe B G3aPTHLIX UMpax, 3aHUMATLCS
NpOCTUTYLMEN, 6pOASKHUYECTBOM USTIU NONPOLIAAHNYECTBOM;

6. 060CHOBbIBAIOLWIAA WNM OMPABALIBAFOWAS AOMYCTUMOCTb Hacunua u  (Unu)
KeCTOKOCTU nMb0 NOobYXAAroWasa OCYLLEeCTBNATb HACUIIbCTBEHHbIe AeUCTBUS MO
OTHOLWEHUHO K NTFOAAM U KUBOTHBIM,

7. oTpULaroOLWas cemenHbie LeHHOCTU U (POPMUPYHOLLAS HeyBaXeHUe K poamUTensm u
(unu) apyrum uneHam cembu;

8. onpasabIBaroLLas NPOTUBONPABHOE NOBeAeHUe;

9. copepxallas HelleH3ypHYHO 6paHb;

10. conepxaluas UHPOPMALIUKO NOPHOTPAPUUECKOrO XapaKTepa.

K uHmpopmauuu, pacnpocTpaHeHWe KOTOpPOM  OrpaHUYeHO cpeau  AeTer
onpefenieHHOro BO3pacTa, OTHOCUTCA:

1. UHPopmaLms, NpeacTaBnsemas B Buae U306paxeHUs UNU ONUCAHUS XeCTOKOCTH,
PU3MYeckoro U (UNM) NCUXUYECKOro HACUNUS, NpecTynneHns Un  UHOro
aHTUO6LWEeCTBEHHOrO AeCTBUS;

2. BbI3bIBAKOWASA Y AeTel CTPax, YXac UMM NaHWUKY, B T.4. NPeAcCTaBnsemas B Buae
U306paxXeHUs UNU OMUCAHUS B YHUXAOWEM YenoBeveckoe [AOCTOUMHCTBO popme
HeHacUnbCTBEHHOW CcmepTu, 3abonesaHUs, CamoOybUMCTBA, HECYacTHOro crydas,
aBAPUU USIN KATACTPOEPLI U (UNN) UX NOCNEACTBUN;

3. npeacTasnsemas B BuAe U306paxXeHUa WU ONUCAHUS MOSOBBIX OTHOLEHWUW
MeXAY MYXYUNHOU U KeHLMHOM;



4. copepxawas 6paHHbIE CNOBA W BLIPAXEHUS, He OTHOCSLMECS K HeLleH3ypHOM
6paHu.

C ydyetom 370r0 Bam npeanararotca npasuna pabotsl B ceTu WHTepHet ans
PA3NUYHLIX BO3PACTHLIX KATEropun, cobriroaeHue KOTOpbIX MO3BONMUT obecneumTsb
WH(POPMALIMOHHYHO 6e30NacHOCTb BAWMUX AeTeu.

Obwme npasuna Ans poauTenei

1. He3asucumo ot Bo3pacta pebeHka mucnonbsyiite nporpammHoe obecneveHue,
nomoraroliee UNbTPOBATL U KOHTPONMUPOBATb UHPOPMALIMKO, HO He nonaraiTech
NOJIHOCTbHO Ha Hero. Bawe BHUMaHWe K pebeHKy - raBHLIA MeTOA 3aLMTHL.

2. Ecnu Baw pebeHOK uMeeT aKKayHT Ha OAHOM W3 COLUMAIbHBIX CepBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMATENbHO U3yuUTe, KaKyHO
WH(POPMALIMFO MOMeLLaroT ero YYacTHUKU B CBOUX MpOPUnax U 6norax, BKIHOYas
(PoTOrpagUU 1 BUAEO.

3. TTpoBepbTe, C KAKUMU APYTUMU CAUTAMU CBA3GH COLMANbHLIN cepeuc Bawero
pebeHka. CTpaHU4ku Bawero pebeHka MOryT 6bITb 6€30MACHBIMU, HO MOTYT U
COAepXaTb CCbINKU Ha HexeraTtesibHbIe U ONACHbIe CaThl (Hanpumep, NOPHOCAMT,
WU CaUT, Ha KOTOPOM ApYT YNOMUHAET HOMep COTOBOrO TeneoHa Bawwero pebeHka
unu Baw aomawHuii aapec)

4. TToowpsanTte Bawux peteti coobuiatb 060 Bcem CTPAHHOM UNU OTTANKUBAFOLLIEM U
He CNMULIKOM OCTpO pearupyuTte, KOraa oHW 310 AenaroT (U3-3a onaceHUs noTepsThb
AOCTYN K VIHTepHeTy AeTU He rOBOpSAT poauTenam O npobnemax, a Takxe moryTt
Ha4aTtb UCNonb3oeaTb MHTepHeT BHe AOMA U LIKOJIBL).

5. byabTe B Kypce ceTeBOM Xu3HU Bawero pebeHka. MHTepecyiitech, KTO UX Apy3bs B
NHTepHeT Tak Xe, KaK UHTepecyeTecb peasibHbIMU APY3bAMU.

Bospact o1 7 no 8 ner

B WHTepHeTe pebeHok cTapaetcs NOCETUTb Te UMUK UHbIE CAUTLI, @ BO3MOXHO U
yaTbI, paspelleHWe Ha nocelleHUe KOTOpLIX OH He Monyuun 6bI OT poauTenew.
TTostomy poautensm ocobeHHO nonesHel 6yAyT Te OT4YeTbl, KOTOpbIe
NpefoCTaBNAFOTCA NPOrPAMMAMU MO OFPAHUYEHUHO UCMONb30BaHUS MHTepHeTa, T.e.
PoauTenbckuii KOHTPOSIb UMK TO, YTO BLI CMOXeTe YBUAETb BO BPeMeHHbIX (Pannax.
B pe3ynbtate, y pebeHka He 6yaeT oulylleHWs, YTO 3a HUM BeAeTCs MOCTOSHHBLIN
KOHTPOJIb, OAHAKO, poAUTeNn byayT No-npexHemy 3HATb, KaKue CarTbI nocelaer ux
pebeHok. [leT B AaHHOM BO3pacTe 06MaAAHOT CUJMBHBIM YyBCTBOM CeMbU, OHU
AOBEpYUBLI U He COMHeBaroTCa B asToputeTax. OHU NHO6AT Urpatb B CeTeBbIe Urpbl
U nyTewecTBoBaTb NO WHTepHeTy, UCNOMb3ys 3MEKTPOHHYHO MOuTY, 3aXO0AUTb Ha
CAMUTLI U YaThI, He peKOMeHA0BaHHbLIE pOAUTENAMU.

CoseTbI Mo 6e3onacHOCTU B ceTu MHTepHeT ans aeteid 7 - 8 net

1. Co3patite CNUCOK AOMAWHUX Npasun nocelleHus WHTepHeTa npu yyactum netem
U TpebyUTe ero BbINOJSIHEeHUS.

2. Tpebywvite ot Bawero pebeHka cobnroaeHUs BpemMeHHLIX HOpM HAaXOoxAeHWus 3a
komnbroTepom. TTokaxute pebeHky, Yuto Bur HabnroaaeTe 3a HUM He NOTOMY YTO Bam
3TO Xo4eTcs, a NOTOMy YTO Bbl 6ecnokouTech 0 ero 6e30NacHOCTU U BCeraa roToBbl
emy NoMOuYb.

3. Komnbrotep ¢ noaxnroyeHuem K MHTepHeTy AonxeH HaxoauTbca B oblien
KOMHaTe noJ NpUCMOTPOM poauTenei.



4. icnonb3yiTe cneumasbHble AeTCKUe MOUCKOBbIE MALUMHBLL.

5. Wcnonb3yiite cpeactBa 6SIOKUMPOBAHUS  HexenaTenbHOrO  KOHTEHTa  Kak
AOMNOJSHeHWe K CTaHAApTHOMY PoauTenbCcKoMy KOHTPONHO.

6. Co3panTe CeMeUHbIN 3MEeKTPOHHLIU SlWUK, YTOBLI He MO3BONUTL AETSM UMETb
cobcTBeHHbIe aapeca.

7. Bnoxkupyiite pocTyn K catam ¢ 6eCnNaTHBIMU NMOYTOBBIMU ALMKAMU C MOMOLLBHO
COOTBETCTBYHOLLErO NPOrpaAMMHOro obecneveHus.

8. Tipuyunte petel cosetoBaTbcs ¢ Bamu nepea onybnukosaHuem Kakowi-nubo
WH(POPMALMU CPeACTBAMU 3S1IEKTPOHHOMU MOYTLI, YATOB, PErUCTPALIMOHHBIX (POPM U
npocpuei.

9. Hayuute peteu He 3arpyxaTb paMnbI, NMPOrpaMMBI UMM My3bIKy 6e3 Bawero
cornacwvs.

10. He paspelwarite p[eTam UCNONbL30OBATH  CNYX6bI MFHOBEHHOrO O6MeHa
COObLLEHUAMU.

11. B "6enbIi" cnucok calToB, paspelleHHBIX AN nocelieHUs, BHOCUTe TOJSIbKO
CAUTLI C XOpOLUel penyTauuei.

12. He 3a6biBaniTe beceposatb ¢ AeTbMU 06 UX Apy3bax B MHTepHeTe, Kak ecnu 6b1
peyb LA O ApY3baX B peanibHOM XU3HU.

13. He penaiite "Taby" n3 BONpOCOB MONMOBOMW XU3HU, TAK KAk B VIHTepHeTe aeTtu
MOTYT J1erko HaTKHYTbCS Ha MOPHOTPAPUIO UIMU CAUTBI " AN B3POCTbIX".

14. TTpuyumnte Bawero pebeHka coobuiatb Bam O NHO6LIX Yrpo3ax wUnu TpeBorax,
CBA3aHHBLIX ¢ MHTepHeTom. OcTaBaMTeCh CMOKOUHBIMU U HAMOMHUTE AETSM, YTO OHU
B 6e30MacHOCTU, ecnu CaMM pacckasanu Bam O cBoux Tpesorax. TToxsanute ux u
NocoBeTyMTe NOAOUTU elle pas B NOAOOHLIX Cryyasx.

BospacTt nevevi o1 9 no 12 ner

B naHHOM BO3pacTe AeTU, Kak MpaBUIIO, YXKe HACMBIWAHLI O TOM, Kakas UH(POpMaLma
cyuwecteyeT B VHTepHeTe. CoBeplUeHHO HOPMANbHO, YTO OHWU XOTAT 3TO YBUAETH,
npoyYecTb, ycnbIWwatb. TTpU 3TOM HYXHO MOMHUTb, YTO AOCTYN K HexXenaTesbHbIM
MATepUanam MOXHO Nerko 3abnokupoBaTb Npu Nomowm cpeacTs Poautenbckoro
KOHTpOnNS.

CoseTbI Mo 6e3onacHOCTU Ans Aetelt ot 9 po 12 ner

1. Co3paiite CNUCOK AOMALWHUX NPABUN NOcelleHus MIHTepHeT npu yyactum aetent u
TpebyUTe ero BbINOSIHeHUs.

2. TpebyiiTe oT Bawero pebeHka cobnrofeHUs HOpM HAXOXAEHUS 3a KOMMbFOTEPOM.
3. Habnropante 3a pebeHkom npu paboTte 3a KOMNbHOTEPOM, MOKAXUTE eMy, UTO Bbl
6ecnokouTech 0 ero 6e30NacHOCTU U BCeraa roToBbI OKa3aTb emy MOMOLLb.

4. KomnbloTep ¢ noaknroveHnem B MHTepHeT AonxeH HaxoamMTbes B 0bLe KomHate
NoA NPUCMOTPOM poAUTENEeN.

5. Wcnonb3yhte cpeactBa 6MOKUPOBAHUS  HexeslaTesIbHOrO  KOHTEHTa  Kak
AOMOSIHeHUe K CTaHAAPTHOMY POAUTENIbCKOMY KOHTPOSHO.

6. He 3abbiBaviTe MNpUHUMATL HeMOCpeACTBeHHOe YyuyacTue B XU3HU pebeHka,
6ecenoeatb ¢ AeTbMU 06 UX Apy3bax B VIHTepHeTe.

7. Hactauearite, 4tobbI AeTU HUKOrAA He COrNAWanuUCb Ha JSIUMYHbIE BCTpeuu ¢
ApYy3bsMU Mo MHTepHeTy.



8. TTossonsaiite AeTam 3ax0AUTb TONbKO Ha camUTel U3 "6enoro" cnucka, KOTOPLIU
co3aamTe BMecTe C HUMM.

9. Tlpuyuute petelh HUKOrAA He BLIAABATb JINUHYHO UHPOPMALIMIO CPeacTBAMMU
3NeKTPOHHOM MOMYTBI, YATOB, CUCTEM MrHOBEHHOro oObmeHa coobleHUsMM,
PerucTPALIMOHHLIX (POPM, NIUUHBIX NPOPUIIEN U NPU PernucTpaumu Ha KOHKYpCHI B
WHTepHeTe.

10. TTpuyunTe fgetelt He 3arpyxatb Nporpammer 6e3 Bawero paspeweHus. ObbacHUTe
UM, YTO OHU MOTYT CITyYaMHO 3arpy3suTb BUPYCbI UMW Apyroe HexenartenbHoe
nporpammHoe obecneyeHue.

11. Co3pnaiite Bawemy pebeHKy OrpaHUUEHHYHO Y4YeTHYHO 3anucb Ans paboTbl Ha
KOMnMbOTepe.

12. TTpuyumute Bawero pebeHka cooblatb Bam O nHO6bIX yrpo3ax unu Tpesorax,
CBA3aHHBIX ¢ MIHTepHeTOM. HanomHUTe aetam, YTo OHU B 6€30NacHOCTU, ecniv camm
PACCKA3aGNM BAM O CBOUX TPeBOrax W onaceHusax.

13. Pacckaxute aetam o nopHorpacpuu B MIHTepHeTe.

14, HactaueaiTe Ha TOM, 4YTO6LI AeTU NpefOCTABNASIN BAM AOCTYMN K CBOeU
3N1eKTPOHHOM MouTe, YTObbLI BbI Y6eAUNUCH, YTO OHU He 06LaroTCa C He3HaKOMLIaMU.
15. ObbacHUTe peTam, 4UTO Henb3s UCNONb30BATH CeTb ANS  XYJIMFAHCTBQ,
pacnpocTpaHeHUs CnieTeH Unu yrpos.

BospacTt petevi o1 13 po 17 ner

B 3Tom BO3pacte NOAPOCTKM QGKTUBHO WUCMOJIb3YHOT MOUCKOBBIE —MALUMHBI,
NOJIb3yHOTCA 3NEeKTPOHHOM NOYTOM, CyXx6amu MrHOBEHHOTro obmeHa cooblueHuamu,
CKQYUBAFOT MY3bIKY U puibMbI. Marnbyskam B 3TOM BO3pacTe 6onblie MO Hpasy
CMeTaTb BCe OrpaHUYeHUs, OHU XaxayT rpyboro HoMopa, a3apTHLIX UMp, KAPTUHOK
"ana B3pocnbix". [leBouku npeanouuTaroT obwatbCs B 4aTax, MpU 3TOM OHU
ropasao 6osiee YyBCTBUTENbHBI K CEKCYasIbHBIM AOMOraTenbCTBam B VIHTepHerTe.
3avacTyro B AGHHOM BO3pacTe pOAUTENAM YXe BeCbMa CJIOXHO KOHTpPONUpOBATb
CBOUX AeTeU, Tak Kak 06 VIHTepHeTe OHU yxXe 3HAFOT 3HAYUTeNbHO 6onblie cBOUX
poauTeneu. Tem He MeHee, He OTNycKkaUTe AeTeu B 'cBobopHoe nnasaHuwe" Mo
NHTepHeTy. CTapaliTecb QKTUBHO Y4acTBOBATL B ObLeHUU pebeHka B MHTepHerTe.
BaxHo no-npexHemy cTporo cobnroaatb npasuna WHTepHeT-6esonacHoCcTU -
cornaweHue mexay poamTensmu U getbMu. Kpome TOro, HeO6XOAUMO KAk MOXHO
yalle NpPOCMATPUBATL OTYeTHI O AeaTenbHOCTU JeTel B MHTepHeTe. Creayet
06paTUTb BHUMAHWE Ha HeobXOAUMOCTb COAEPKAHUS POAUTENbCKUX Maposiei
(naponeii aaMUHUCTPATOpOB) B CTPOrOM CekpeTe U 06paTUTL BHUMAHWE Ha
CTPOroCTb 3TUX NApOJIent.

CoseTbl No 6e3onacHOCcTU B 3TOM Bo3pacTe oT 13 ao 17 ner

1. Cospavite CnNUCOK AOMAWHUX npasun nocelueHus WHTepHeTa npu yyactum
NoApOCTKOB U TpebyiiTe 6e3ycnoBHOro ero BbInosnHeHus. O6rosopute ¢ pebeHkom
CNUCOK 3anpelleHHbIX cauToB (“4YepHbIl cnumcok"), yackl paboTer B WHTepHere,
pYKOBOACTBO NO 06LleHUto B VIHTepHeTe (B TOM YMcre B YaTax).

2. KomnbroTep ¢ noaknroveHWem K cetu MIHTepHeT AonxeH HaxoauTbcs B obLuen
KOMHarTe.

3. He 3a6b1BaniTe becenoBatb ¢ AeTbMu 06 UX Apy3bax B MHTepHeTe, 0 TOM, YeM OHU
3aHATBI Takum obpasom, 6yATO peyb UAeT O Apy3baX B peasibHOU  XU3HM.



Cnpawwvearite O nNOASX, C KOTOpPbLIMMU AeTu oblaroTcs NOCpencTBOM Chnyx6
MrHOBEHHOro 0bmeHa coOoblWeHUsMM, 4YTobbl ybeauTbCs, YTO 3TU NHOAU UM
3HAKOMBI.

4. Wcnonb3yuTe cpeactea 6MOKUPOBAHUS  HexenaTenbHOrO KOHTEHTa  Kak
AOMOJSIHeHUe K CTaHAAPTHOMY PoAUTENIbCKOMY KOHTpPOIHO.

5. Heobxoaumo 3HATb, KAKUMKU 4aTamu nonb3yrotcs Bawwm petn. TToowpsaiuTte
WUCNOMb30BaHWE MOAEPUPYEMBIX YATOB U HACTaUBaMTe, YTOOLI AeTU He obanuch B
NPUBATHOM pexume.

6. Hactaueatite Ha TOM, UTOOLI AeTU HUKOTAQ He BCTPeYanmchb JINUHO C APY3bSMU U3
cetu MHTepHer.

7. Tipuyunte pfetelh He BLIAGBATH CBOKO JIUYHYHO WHQPOPMALMKO CPeaCcTBAMMU
3NEeKTPOHHOM MOYTbI, YATOB, CUCTEM MFHOBeHHOro obmeHa coobLeHusMU,
PerucTpaLMOHHBLIX (POPM, NIUYHLIX MPOPUNE U NpU PerucTPaLMU Ha KOHKYPChI B
WHTepHeTe.

8. TTpuyunTte petelt He 3arpyxatb nporpammel 6e3 Bawero paspelweHus. O6bacHUTe
UM, UYTO OHU MOTYT CNY4YaMHO 3arpysuTb BUPYCbI UNU Apyroe HexenaTenbHoe
nporpammHoe obecneyeHue.

9. TTpuyumute Bawero pebeHka coobluiaTb Bam O nHO6bIX Yrpo3ax WUNU Tpesorax,
CBA3aHHBIX ¢ MIHTepHeTOM. HanomHUTe aetam, YTo oHU B 6e30NacHOCTU, ecniv camm
pacckasanu Bam, O CBOMX yrposax unu Tpesorax. IToxsanute ux U nocosetyiite
NOAOWUTU elle pa3 B NOAOBHBIX Cryyasx.

10. Pacckaxute aetam o nopHorpagpum B MHTepHeTte. TTomorute um 3amtmUTbCS OT
cnama. Hayuste noapocTkoB He BbIAaBaTb B MHTepHeTe CBOero peanbHOro
3MeKTPOHHOro aapeca, He OTBeYaTb Ha HexenaTesibHbIe MUCbMA U UCMOJIb30BATD
cneumanbHbIe NOYTOBLIE PUITLTPBI.

11. TTpuyunTe ceba 3HAKOMUTLCS C CAUTAMU, KOTOpLIE NOCELArOT NOAPOCTKMU.

12. Hayuute getel yBaxaTb ApyruUx B UHTepHeTe. YbeamuTechb, YTO OHU 3HAHOT O TOM,
YTO MpABUNA XOpOLLEero NoBeAeHUs AeUCTBYHOT Besae - AaxXe B BUPTYArbHOM mupe.
13. O6bacHUTe peTam, YTO HU B KOem cllyuvae Henb3s ucnonb3osatb CeTb Ans
XYNUraHCTBA, PACNPOCTPAHEHUs CMJieTeH UMK Yrpo3 APYrUM NFOASM.

14. O6cyauTte ¢ noApocTKAMU NPO6MEeMbI CeTeBbIX a3apTHLIX UFP U UX BO3MOXHBIN
pUck. HanomHuTe, YTO AeTU He MOTYT UFpaTb B 3TU UMPLI COrNACHO 3aKOHY.
TTocTosHHO KOHTpONUpyMUTe Ucnonb3oBaHWe MHTepHeta Bawum pebeHkom! 310 He
HapylweHWe ero NIUMYHOro MPOCTPAHCTBA, @ Mepa NpPeAOCTOPOXHOCTU U NposBreHue
Bawew poantenbckov 0TBETCTBEHHOCTU U 3a60TbI.



